TRANSEND

Detect Tampering

Validate the integrity and authenticity of installed executables by generating cryptographic hash values for each file and comparing the results against the
approved hash values provided in the table below. This verification process helps confirm that the binaries have not been modified, tampered with, or

corrupted following distribution.

The following PowerShell commands can be used to generate the hash value for a file:

» Get-FileHash -Path ‘C:\Program Files\Transend Migration Console\<filename>’ -Algorithm SHA256

» Get-FileHash -Path ‘C:\Program Files (x86)\Transend Corp\Console Services\<filename>" -Algorithm SHA256

Program File

Hash

C:\Program Files\Transend Migration Console\Transend Migration Console.exe

195F29529E12A3052933A30B6FCB63C243592CE4DDBE2E01098915C2496C9371

C:\Program Files (x86)\Transend Corp\Console Services\tmagent.exe

3E558ABD1D21D58D11D551D92880AF755F5B1DECB8D17D272C445D6E62BCB3C3

C:\Program Files (x86)\Transend Corp\Console Services\tmcd.exe

E4E27E955E85324AA78831A70842DE3EC273B99D2EOBO3A58232A38277D5946C

C:\Program Files (x86)\Transend Corp\Console Services\tmcom.dll

7A02F19D8E4ABAAF87A57C7A8CAD0215AE494022723E57551B1146550BD4C4AB2F

C:\Program Files (x86)\Transend Corp\Console Services\tmews.dll

0D1123E3847B6572D139D5BE625983AA051791969A39FBA7A4289FBSEDOCFA78

C:\Program Files (x86)\Transend Corp\Console Services\tmggl.dll

907410B89E7EC21A94EDF4218FFBO39B1C1E951F4B494617D016A444537974D8

755CD5560E2FBFE17FC93F9A3015FECE754FAD4AF280C81282E4F6760E60521D5

C:\Program Files (x86)\Transend Corp\Console Services\tmgws.dll

45AD07F8BF75DA93EF156E666B75CFC39C759FFEA3299310CE801C170BA69515

C:\Program Files (x86)\Transend Corp\Console Services\tmnt6.dll

B1731E4F739EFOC0952FDOF32439FD0O07FAE7E2F77FCFO8119A33BBOABA70040

C:\Program Files (x86)\Transend Corp\Console Services\tmnet.dll

9CFB3E54F08427FD060188DE0916CAF54C2FC0010105CDBF60380AC21DB7A55D

C:\Program Files (x86)\Transend Corp\Console Services\tmost.dll

3362059F029959550FEDE325BDC86167888AC879A4206728F85804782102CCOE

)
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C:\Program Files (x86)\Transend Corp\Console Services\tmimp.dll
(x86)
(x86)
(x86)
(x86)
(x86)

C:\Program Files (x86)\Transend Corp\Console Services\tmzim.dll

DD476A36D2072A15D7D0775D4A4AA8B2B3F88AE2E3A407E247E851D6489B274A

Note: The above applies to Transend Migration Console v3.2. For earlier versions, please contact Transend Support.



https://transend.com/contact-us/

